
 

   
 
 
 
 

     
 

POSITION VACANCY NOTICE 

City of Ketchikan  
 
January 13, 2017 

TITLE:  Network Security Administrator 
DEPARTMENT:  Information 

Technology 
DIVISION:  

STATUS: Regular  
Full-Time 

HOURS/DAYS: Monday – Friday 
8:00 AM – 5:00 PM 

 GRADE / STEP: 757 / A DUTIES: See attached job description 
HOURLY/SALARY: $4,583.27/Month UNION STATUS: NO 
 

Special Requirements: 
 2-years of college level course work in computer science, information systems, or 
a related field is highly desirable; Bachelor's degree from an accredited college or 
university with a major in computer science, computer information systems, data 
processing, or a closely related field is highly desirable; Five years of increasingly 

responsible network design, specification, configuration, maintenance, and security 
experience. 

 
ADVERTISING REQUIREMENTS 

POSITION CLOSES: Open Until Filled 
APPLICATIONS MUST BE RECEIVED BY CLOSING DATE 

 
              WHERE:  Local Only □     Statewide □     Pacific NW □      National □ 
PUBLICATIONS:   Ketchikan Daily News; Job Service; City Website 
 

APPLICANT PROCESSING INSTRUCTIONS 
FOR APPLICATION AND COMPLETE JOB DESCRIPTION CONTACT: 

HUMAN RESOURCES (907) 228-5631 OR ON-LINE AT 
http://www.ktn-ak.us/jobs 

 
CITY OF KETCHIKAN IS AN EQUAL OPPORTUNITY EMPLOYER 

http://www.ktn-ak.us/jobs


CITY OF KETCHIKAN 
Network/Security Administrator (Continued) 

City of Ketchikan 

NETWORK/SECURITY ADMINISTRATOR 

Class specifications are intended to present a descriptive list of the range of duties performed by employees in the 
class. Specifications are not intended to reflect all duties performed within the job. 

SUMMARY DESCRIPTION 

Under direction, administers, monitors, and maintains City/KPU computer networks including internal 
hosts, network infrastructure, Internet gateway and firewall, E-mail system, and security functions; and 
provides technical support and assistance to City/KPU departments for the acquisition, installation, 
operation, maintenance, repair, and upgrade of personal computer hardware, software, and networks. 

The Information Technology Department provides efficient, effective, and secure computer services to all 
the departments of the City and Ketchikan Public Utilities. The Network/Security Administrator helps 
meet these goals by acting as the Information Technology Department’s primary staff resource for 
providing information, advice, and technical support to City/KPU departments using or considering the 
use of new, or upgrade of existing, personal computer hardware, software, and networks to meet their 
information processing needs. In addition, the employee is responsible for providing back-up support to 
the other information technology staff. The Network/Security Administrator is expected to exercise 
judgment, ingenuity, and considerable independence of action in performing assigned duties, as well as 
possess a strong customer-service orientation and interpersonal skills. The Network/Security 
Administrator must perform these duties in a manner that reflects positively on the City and the 
Department. The employee is responsible for maintaining a level of professional expertise and image that 
promotes efficient use of the resources available to the Department. 

REPRESENTATIVE DUTIES 
The following duties are typical for this classification. Incumbents may not perform all of the listed duties and/or 
may be required to perform additional or different duties from those set forth below to address business needs and 
changing business practices. 

1. Assists in developing, documenting, and maintaining broad policies, standards, and goals for the City 
network, security, workstations, and related hardware, software, and infrastructure; tracks policy 
compliance across the network on a daily basis; documents deviations for referral to management 
staff. 

2. Performs periodic system checks to ensure the efficient and reliable operation of personal computer 
equipment, software, and networked systems. 

3. Develops, installs, and maintains systems for detection and remediation of intrusions, malicious 
software, and other security risks. 

4. Administers internal and Internet firewalls and other security systems to provide maximum utility 
while maintaining effective protection for City information assets; monitors computer and network 
security; performs system security tests/audits and analyzes results to identify weaknesses; determines 
corrective measures; establishes and administers VPN connections; trains users as needed. 

5. Serves as first responder for network security intrusions; protects and analyzes evidence of security 
events and acts to mitigate effect and prevent reoccurrence; enforces established security policies 
across network using available tools and in accordance with established City policies and government 
practices. 
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6. Designs, evaluates, specifies and installs network transport infrastructure and cabling systems for 
both internal and external data transport; configures, installs, documents, maintains, and upgrades 
transport infrastructure components and cable systems; selects, installs and maintains operating 
systems for network switches and other infrastructure components. 

7. Analyzes network malfunctions and acts to provide prompt remediation; establishes and operates 
monitoring systems as required; supports outside technicians as necessary; determines and documents 
performance effect of network usage and loading changes and recommends system upgrades and 
changes to standards as required. 

8. Designs, evaluates, installs, and maintains network hosts, gateways, and backup systems as well as 
system operational standards including directory services, protocols, naming conventions, and overall 
configuration; selects, installs, and maintains operating systems for network hosts, gateways, and 
other network services equipment; implements updates as necessary. 

9. Administers network servers, gateways, backup systems, and related equipment to provide maximum 
efficiency and utility while maintaining effective protection for City information systems; monitors 
usage and performance. 

10. Designs, installs, and maintains systems to provide effective internal and Internet E-Mail service, 
Internet access, and public Internet services; provides necessary access controls, junk mail control and 
mail archiving. 

11. Administers the City’s Internet and E-Mail systems, Internet connections, and related servers; 
monitors performance and usage; provides a variety of internet user services both internally and 
externally; maintains Internet user access controls. 

12. Selects, specifies, configures and installs personal computers and peripheral equipment; assists 
departments with equipment selection; oversees the equipment pool; builds, installs, maintains, and 
upgrades user workstations as needed. 

13. Installs and maintains software on servers and personal computers; consults with users to determine 
computing services needs and recommends appropriate, cost-effective software products and 
upgrades; purchases, installs, and maintains software products on stand-alone and networked personal 
computers. 

14. Identifies training issues and coordinates training sessions for users on assigned systems or 
applications; conducts training sessions. 

15. Serves as technical contact person for internal and outside agencies regarding network and security 
issues; responds to inquiries over the phone and in person in a courteous manner; provides 
information within the area of assignment; resolves complaints in an efficient and timely manner. 

16. Attends and participates in professional group meetings; stays abreast of new trends and innovations 
in the field of information technology. 

17. Performs related duties as required. 

QUALIFICATIONS 
The following generally describes the knowledge and ability required to enter the job and/or be learned within a 
short period of time in order to successfully perform the assigned duties. 

Knowledge of: 
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Operational characteristics, services, and activities of a comprehensive local and wide area network 
program. 

Operational characteristics and capabilities of a variety of information systems including network and 
personal computer operating systems, hardware, software, applications and peripheral equipment. 

Principles, practices, methods, and techniques of system, communications, network, and data 
security, privacy, and integrity. 

Principles, practices, methods and techniques of network design, development, quality assurance, 
maintenance, and administration. 

Methods and techniques of evaluating network performance and capacity. 
Principles, practices, methods and techniques of network performance evaluation and complex 

network compatibility and integration problem resolution. 
Network protocols, switching and routing equipment, and wiring systems. 
Principles and practices of network security and administration. 
Methods and techniques of technical writing, technical documentation, training material preparation, 

and user training in both structured and informal settings. 
Principles of customer service. 
Government and industry standards, policies, and legal requirements relating to network operations 

and system/data security. 
Pertinent federal, state, and local laws, codes, and regulations. 

Ability to: 
Effectively design, install, and maintain modern network hardware and associated network operating 

and security systems and user workstations. 
Rapidly analyze and resolve many types of complex technical problems. 
Understand the complex relationships between various components of a network system and the 

effects on the overall system of changes to individual components. 
Implement and maintain security systems to protect data confidentiality and integrity. 
Develop and present training on software applications. 
Administer City-wide network, inter-network connections, and e-mail accounts. 
Test/evaluate system and application software and recommend needed changes. 
Develop and present training on city network systems and security. 
Understand various administrative activities and office functions. 
Utilize computer technology and software to expedite processing of records and data. 
Operate office equipment including computers and supporting word processing, spreadsheet, and 

database applications. 
Adapt to changing technologies and learn functionality of new equipment and systems. 
Effectively respond to requests and inquiries from system users. 
Train other employees on either a one-on-one basis, or in a group. 
Explain complex technical or abstract concepts in clear and understandable terms while 

assisting/training system users with minimal technical background. 
Understand the consequences of changes on individual systems with respect to the entire 

organizational system. 
Work independently to analyze problems and implement solutions. 
Organize and prioritize work schedule and handle multiple priorities. 
Communicate clearly and concisely, both orally and in writing. 
Establish and maintain effective working relationships with those contacted in the course of work. 

Education and Experience Guidelines - Any combination of education and experience that would likely 
provide the required knowledge and abilities is qualifying. A typical way to obtain the knowledge and abilities 
would be: 

Education/Training: 
Equivalent to the completion of the twelfth grade supplemented by two years of college level 
course work or specialized training in information technology, computer science, or a related 



CITY OF KETCHIKAN 
Network/Security Administrator (Continued) 

field; a Bachelor's degree from an accredited college or university with a major in computer 
science, computer information systems, data processing, or a closely related field is highly 
desirable. 

Experience: 
Five years of increasingly responsible network design, specification, configuration, 
maintenance, and security experience. 

License or Certificate: 
Possession of, or ability to obtain, an appropriate driver’s license. 

Expert level certificate in network operating systems in use by the city is highly desirable. 

Industry accepted system security certification is desirable. 

PHYSICAL DEMANDS AND WORKING ENVIRONMENT 
The conditions herein are representative of those that must be met by an employee to successfully perform the 
essential functions of this job. Reasonable accommodations may be made to enable individuals with disabilities to 
perform the essential job functions. 

Environment: Work is performed primarily in a standard office environment with some travel to 
different sites; incumbents may be required to work extended hours including evenings and 
weekends; work is frequently stressful; regular contact with department staff and employees at all 
levels of other departments, consultants, and vendors. 

Physical: Primary functions require sufficient physical ability and mobility to work in an office 
setting; to stand or sit for prolonged periods of time; to occasionally stoop, bend, kneel, crouch, reach, 
and twist; to lift, carry, push, and/or pull light to moderate amounts of weight; to operate office 
equipment requiring repetitive hand movement and fine coordination including use of a computer 
keyboard; and to verbally communicate to exchange information. 

Vision: See in the normal visual range with or without correction. 

Hearing: Hear in the normal audio range with or without correction. 

Grade:  7-57 
Job Position Code:  32213 
Union: No 
FLSA: Exempt 
Date Approved: April 13, 1995 
Date Amended: September 19, 1995 
Date Amended: June, 2007 (Johnson & Associates) 

 

Human Resources Manager Approval 
 

 

City Manager Approval 
 


